IT ARMY OF UKRAINE

https://t.me/itarmyofukraine2022
itarmyua@gmail.com

DISCLAIMER : This manual is strictly for educational purposes only. Please be aware that
attacking (port scanning, DDOS, probing, PEN, etc) is highly illegal in many countries and if
caught, you may be looking a prison time. Although I believe that the secret services of many
countries will not pursue any contesters actively due to the extraordinary circumstances, they
have every right to do so. It’s YOU that is doing something illegal. Give yourself a few minutes to
think it through before you decide to participate!

Okay, so you thought it through ... excellent. Oh, one more thing .. No one in our groups is
responsible if you get caught and you'll spend a few years picking up your soap for a bloke called
bubba. Also, most of us don’t have the time to teach someone how to operate an operating system
or install a program, so we assume that you know a thing or two about Linux/*nix OS. If you insist
on using Windows, there will be a separate entry for that soon. This tutorial is not about
reinventing the wheel. If you click on links, there will be explained of how to install stuff. For the
sake of speed, this is not included in this manual.

If you have a good addition to this document, please don’t hesitate to DM the group admin. He/she
will make sure that the information is added to the next document version.

Even when you're not comfortable with attacking targets, there are still (legal) things you can
do to help us. Check the last section “Tips and Tricks” to see if there is anything that is suitable
for you. We will update this document regularly with new information. You have a tip? .. grab
an admin and he/she will make sure this document will be updated.

Step 1 : Operating system

1.1 TAILS OS
Pick your OS, preferably a System V (POSIX complaint OS). I suggest you install TAILS, which is
Debian based, for a number of reasons. First, it will hide your identity better than other OS and it

will run off a USB stick. That means you can use your windows box to run it.

https://tails.boum.org/

Techrepublic also wrote a good article about TAILS, I suggest you read that, too :

https://www.techrepublic.com/article/getting-started-with-tails-the-encrypted-leave-no-trace-

operating-system/

Copyright 2022 IT Army of Ukraine Version 1.5


https://t.me/itarmyofukraine2022
mailto:itarmyua@gmail.com
https://tails.boum.org/
https://www.techrepublic.com/article/getting-started-with-tails-the-encrypted-leave-no-trace-operating-system/
https://www.techrepublic.com/article/getting-started-with-tails-the-encrypted-leave-no-trace-operating-system/

¢ IT ARMY OF UKRAINE

1.2: ParrotOS

Parrot is a worldwide community of developers and security specialists that work together to
build a shared framework of tools to make their job easier, standardized and more reliable and
secure. Parrot OS, the flagship product of Parrot Security is a GNU/Linux distribution based on
Debian and designed with Security and Privacy in mind. It includes a full portable laboratory for
all kinds of cyber security operations, from pentesting to digital forensics and reverse
engineering, but it also includes everything needed to develop your own software or keep your
data secure.

https://parrotsec.org/

1.3: Raspberry Pi

We had questions from a few users if they could use their Raspberry Pi’s to help out. Yes, you can.
Pi’s are just mini computers that can do the same thing that laptops and desktops can do. Just keep
in mind that they won'’t be as effective as a more powerful PC due to the diminished resources in a
Pi. But everything helps and a Pi could run 24 /7 on your network. Please visit this website if you
want to know how to install Linux on your Pi:

https://www.techradar.com/how-to/how-to-install-ubuntu-on-the-raspberry-pi
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Step 2: Conseal vour Identi

Get yourself a good VPN service. A VPN hides your public IP address by substituting it for the public
[P address of the VPN termination host or its internet breakout. So in case of an investigation your
public IP will not show. Here’s a list of VPN providers. Some of them are paid and others come with
a free trial:

https://www.top10vpn.com/top10/free-
trials/?v=header&bsid=c15ense1lkw287&gclid=EAlalQobChMIs8i90uii9glVnlODBx07PgGMEAAYAI
AAEgJkkfD_BwE

If you know any other good free VPN services, please DM the group admin and he/she will make
sure the information is dispatched in the next version of this document.

Please be aware that 99% of VPN services sell information to third parties. A few good free VPN
providers are:

e TunnelBear : https://www.tunnelbear.com

e PureVPN : https://www.purevpn.com

e SurfShark : https://surfshark.com

e Proton VPN : https://protonvpn.com

e Express VPN (12$)  : https://www.expressvpn.com

e airVPN : https://airvpn.org

e Cryptostorm : https://cryptostorm.is

e Perfect Privacy : https://perfect-privacy.com
2.1: Parrot OS and VPN:

If you're using ParrotOS, you may not need a VPN. (see STEP 2).
https://www.youtube.com/watch?v=61CeYQvNmM]J0&t=890s

If you use this, you do not need a VPN. Go to Privacy in the menu then AnonSurfand then start now.
You're done, now you're using the onion router. And the advantage is that you can also use this as a
Dos option.

2.2 : Install anon-surfon Kali :

https://cybernationalsecurity.net/how-to-install-anon-surf-on-kali-linux-step-by-step/

Copyright 2022 IT Army of Ukraine Version 1.5


https://www.tunnelbear.com/
https://www.purevpn.com/
https://surfshark.com/
https://protonvpn.com/
https://www.expressvpn.com/
https://airvpn.org/
https://cryptostorm.is/
https://perfect-privacy.com/
https://parrotsec.org/
https://cybernationalsecurity.net/how-to-install-anon-surf-on-kali-linux-step-by-step/

¢ IT ARMY OF UKRAINE

Step 3 : Get TOR Browser

If you're thinking about using HTTP based (DDOS) attacks, get yourself the TOR browser. TOR
stands for “The Onion Routing” which, as the name suggests, uses different layers and hops of
routing in order to obscure the traceability of your terminal and let you remain anonymous.

Connect te Tor

C | @ Tor Browser ofine vw| O =

Connect to Tor

Tor Browser routes your traffic over the Tor Network, run by thousands of
volunteers around the world.

Always connect automatically

Tor Network Settings ‘

TOR can be found here : https://www.torproject.org/

Opera Browser has a built-in VPN option :

https://blogs.opera.com/news/2016 /09 /how-to-set-up-a-vpn-mac-windows-linux/

NEVER EVER attack a target without proper concealment of your identity. You WILL
go to jail otherwise.

3.1 Whonix

We got some questions from MAC users if they could participate as well. Of course you can !!!
Install Whonix in a Virtual Box on your MAC and then harden it. Whonix utilizes TOR, which
provides an open and distributed relay network to defend against network surveillance. However,
you will need to configure it though. It does provide some security out of the box but you will need
additional configuration to harden it. So after you've installed Whonix and fired it up, please visit :

https://www.whonix.org/wiki/System Hardening Checklist
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Step 4 : Attack (Test) Programs

Get yourself a good attack (DDOS) program. On the sites themselves are examples on how to use
them. If you have to bypass Cloudfare UAN anti-DDOS, you could use :

https://github.com/yottaiq/CloudAttack
Here are a few others (non Cloudfare) :

https://github.com/gkbrk/slowloris
https://github.com/codesenberg/bombardier/releases/tag/v1.2.5

(example use : Example usage - ./bombardier-linux-amd64 --duration=240h --connections=1000 --
latencies https://lenta.ru)

[t maybe wise to run your query in a docker :
https://github.com/nitupkcuf/runner

[More information required]

GEEK INFO :

Here’s a cool neat ARP Spoofing article, also known as ARP Poisoning actually used for Man in
the Middle (MitM) attacks. This can be very effective if you happen to know the IP addresses
of routers along the way.

https://medium.com/geekculture /simple-but-powerful-denial-of-service-dos-attack-
8c7dfd60045f
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4.1 HTML pages

D3pR4V3d (7ch40s4 Whoami) created a HTML page that you can copy and load in a TOR browser
and you can target several sites at the same time. You don’t need a VPN for this as long as you use
your TOR browser. Follow the instructions on the Github page in order to create a local .html page
that you can then run in your TOR browser. The author will make sure that if new targets arise, the
script is updated. So bookmark this Github page ©

https://github.com/D3pR4V3d/norussian

Coder1955Alpha created a javascript HTML, which you can copy-paste to a local html file and run it
in your TOR browser. Please check out the Github page. If you are a graphical designer, please
contact him/her so you can work together on a nice GUI for this script. The author will make sure
that the targets are updates as soon as new targets come out so bookmark this page.

https://github.com/Coder1955Alpha/DDoS

4.2 How to create a local HTML page (For Windows)

1. Open the github page and click on the file with the extension .html

¥ main - P 1branch 0tags Go to file

? Coder1955Alpha Update README.md 7age7ea 6 hoursago Y94 commits
[ LICENSE Initial commit 3 days ago
[ READMEmd Update README.md & hours ago
[ ddoshtml click here Add files via upload 3 days ago
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2. Select the code as you would normally select text in a document.

94 lines (76 sloc) 2.83 KB

1 <!DOCTYPE html:>

2 <html>

3

4 <head>

5 <meta charset="UTF-8">

6 <meta name="viewport" content="width=device-width ir" " ~ R
7 Copy

8 ¢script src="https://ajax.googleapis.com/ajaxs. Select Al

9

18 <title>DDoS RU</titles Print Selection
11

12 ¢styles Take Screenzhot
13 body {background-color: powderblue;} Search DuckDuckGo for “<!DOCTYPE html>..”

Don’t use “Select All” because that will select the entire page and you only want the code.

Open a new notepad file and paste the copied code in the new file and save it somewhere
locally on your computer. Make sure you change the extension of your new file is .html

Mj Save As
st="UTF-8"> .
5 . : R « “ A i » ThisPC » Windows (C) »
ort" content="width=device-width, initial-scal
4 Organise = Mew folder
="https://ajax| ”j Untitled - .
. Mame
. File Edit Format View Help 2 This PC FIF UNIVErsal FIINT UIIver
RU</title> .
<IDOCTYPE html> - 3D Objects hpswsetup
<html> I Deskiop Intel
kground-color:| |§| Documents LnOpsVer
or: blue;} <head> J Downloads M50 Cache
<meta charset D Music Perflogs
i ="vi Program Files
ntainer { d <meta name="viewpori = Pictures ; 9 e st
width: 3 rogram Files (x
- m Videos
margin: al <scr‘ipt src=" ProgramData
margin-tof ‘= Windows (C:) Recovery
. - DATA(D: SymCach
<title>DDoS R ®) ymCache
SYSTEM.SAV
¥ Network
Users
<style> i
v Windows
body {backg
sDDoS against § <€ File name: | ddos.html
ntainer”» Save as type: | Text Documents (")
¢input id="windowcount” type="number” min="1"
¢input id="windowlive" type="number" min="1" n A Hide Folders
tton onclick="openURLs(); return false;">Stard

Fran AancldrbotL31TATT00 0 ratien Falca"aChan 2117 Fhuttans #%5Mbat Sunctdandne vatrEEshns
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4. Find your file in ‘Explorer’, select the file by clicking ONCE (left mouse button), hold down
the SHIFT key and right-click on the selected file. Select “Copy as path”.

Be careful not to double click this file because it will open in your selected default
HTML program, most likely a normal browser and you will be exposed.

<« N » ThisPC = DATA (D:) » IT Army Of Ukraine

Mame Date modified Type Size
B ddos.html semsmRan A =——""L Doc... 3KE
Open
Share with Skype
SkyDrive Pro b
Edit with Motepad++
Share
Open with b
I
B8 Add to archive...
Add to "ddos.rar”

5Ep O

Compress and email...

LOMpress o adosrar and emall
Copy as path

Rectnre nrevinie vereinne

Adobe Drive C54 b

I

5. Open your TOR browser and paste (CTRL-V) the copied path in the address bar of your TOR
browser. You have to remove the double quotes (“”) on each end or it won’t open. Hit enter
when you've removed the quotes.

F= == 1 Al - - mm e or

About Tor = + -
@] Q "DAT Army OFf Ukraine\ddos.html" - (

 "DAIT Army Of Ukraine\ddos.html" — Search with DuckDuckGo oW

Thistime searchwith: €@ @ & @®@ @ B v w * O @®
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6. Selectyour criteria based of your computers resources and available provider uplink
(internet) bandwidth and off you go !!!

DDoSRU ® +

&« = @ O fileyDAT Army OF Ukraine/ddos.html
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Step 5 (optional): SOCKS Prox

If you're really paranoid you can also run your network connection through several proxy (socks)
services but this is not strictly necessary. Here’s a list of free proxy services (servers) :

https://spys.one/en/socks-proxy-list/

GEEK INFO :

SOCKS is an Internet protocol that exchanges network packets between a client and server
through a proxy server. SOCKS5 optionally provides authentication so only authorized users
may access a server. Practically, a SOCKS server proxies TCP connections to an arbitrary IP
address, and provides a means for UDP packets to be forwarded.

SOCKS performs at Layer 5 of the OSI model (the session layer, an intermediate layer between
the presentation layer and the transport layer). A SOCKS server accepts incoming client
connection on TCP port 1080, as defined in RFC 1928.
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Step 6 (optional): NMAP Port Scanner

If you want to scan ports of a remote host, you can install the tool nmap :

https://nmap.org/

Please read the manual carefully. NMAP is a very powerful tool with many options to discover open
ports. A good site to learn quickly is :

https://www.freecodecamp.org/news/what-is-nmap-and-how-to-use-it-a-tutorial-for-the-
greatest-scanning-tool-of-all-time/

For the WINDOWS users among us, there is a GUI for nmap, called zenmap :
https://nmap.org/zenma

It does the same thing except it comes with a nice user-friendly GUI (Graphical User interface).

GEEK INFO :

Anonymous also created a webpage with tools that you can use in order to help the war effort
in Ukraine. Most tools will do the same as the tools described in this document, however they
are for more advanced users. If you have no technical experience we suggest you follow the
rules outlined in this document in order to stay safe and get yourself up and running in the
shortest possible time.

Never the less, great work Anonymous !!

https://anonymousworldwide.com/2022/02 /26 /anonymous-tools-for-oprussia-
ukraineunderattack/

Copyright 2022 IT Army of Ukraine Version 1.5


https://www.freecodecamp.org/news/what-is-nmap-and-how-to-use-it-a-tutorial-for-the-greatest-scanning-tool-of-all-time/
https://www.freecodecamp.org/news/what-is-nmap-and-how-to-use-it-a-tutorial-for-the-greatest-scanning-tool-of-all-time/
https://nmap.org/zenmap/
https://anonymousworldwide.com/2022/02/26/anonymous-tools-for-oprussia-ukraineunderattack/
https://anonymousworldwide.com/2022/02/26/anonymous-tools-for-oprussia-ukraineunderattack/

¢ IT ARMY OF UKRAINE

TIPS and tricks:

TIP 1: NMAP

For anyone who has access to nmap already, nmap is pre-installed in Kali and ParrotOS.
Check if you have this script by running this in the terminal "locate http-slowloris.nse"
if you see this:

/usr/share/nmap/scripts/http-slowloris.nse

You can then use it on any desired IP.

nmap -vv --script http-slowloris --max-parallelism 400 <target IP>

TIP 2: DNS
We also recommend changing your DNS to 9.9.9.9. This is an open DNS recursive service for free
security and high privacy since your local DNS service may not always give you what you need in

terms of reliability.

https://www.windowscentral.com /how-change-your-pcs-dns-settings-windows-10

Another thing that will greatly improve your security is DNS over HTTPS.

TIP 3: Randomized MAC addresses

There's two controls for using random hardware addresses—one is for all Wi-Fi networks and the
other is for the specific Wi-Fi network you choose. When you turn it on for all networks, random
hardware addresses are used while your PC scans for networks and connects to any network. When
it's turned on for a specific network you choose, random hardware addresses are used the next
time you connect to that network.

https://support.microsoft.com/en-us/windows/how-to-use-random-hardware-addresses-in-
windows-ac58de34-35fc-31ff-c650-823fc48eb1bc#:~:text=a%20specific%20network%3A-

Select%20the%20Start%20button%2C%20then%?20select%20Settings%20%3E%20Network%?2
0%26%20Internet,hardware%20addresses%20for%20this%20network

GEEK INFO :
Some of the information (webbrowsers) in this article was taken from the following article :

https://hackmd.io/pl ucHTWQUmMO9ubmzRT1tQ

Please check it out. It has a lot of additional information. Credit where credit due. 1>
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TIP 4: Spam sites like google maps and/or tripadvisor

Many people in Russia have no idea what’s going on. It's a myth that every single Russian citizen
supports the war. In fact, most Russian don’t even know that Russia is the aggressor and that there
even IS a war in the first place. So, in order to make them aware, you could go onto a popular
website like tripadvisor or Trivago, find a Russian restaurant or hotel and give them a review.

Anonymous had a standard text that you could use, however in order to bypass spam filters you
may alter the text slightly. Be creative with penetrating the minds of the average Russian citizen.

Here's the Russian text :

Epna 6b11a xopoueit! K coxkanenuro, [lyTUH MCOPTHI HaM alleTUT pa3Bsi3aB BOMHY € YKpauHOM.
Poccusane! [lopa BoccTaTb NPOTUB AUKTATOPA, IOKA He NO34HO, BO U30eXaHHUH cMepTel HeBUHHBIX
JIIOled U MOJIObIX, POCCUMCKUX COJIJAT KOTOPBIX KUHYJIU B MACOPYOKY!

You can change random Cyrillic letters such as "a, e, ¢, 0" to Latin, they will look the same.

Go to Google Maps. Go to Russia. Find
a restaurant or business and write a
review. When you write the review

explain what is happening in Ukraine.
Idea via @Konrad03249040

O 1,038 10 9733 Q 309K <

Anonymous @YourAnonNews - 1h

‘ If you don't know what to say here is an
example text:
Epa 6bina otmuHon! K coxanexuio,
MyTWH MCNOPTUN HaLK anneTuTbl,
BTOPrwuch B YKpauHy. NpoTtusoctaHbTe
CcBOeMy AMKTaTopy, NpekpaTtute yéueartb
HEeBUHHbIX Nogen! Bawe
npaBuTeNbCTBO JKET BaM. Bcrasain!

O 195 171,249 Q 7752 L

Anonymous @YourAnonNews - 1h
Translation: The food was great!
Unfortunately, Putin spoiled our

appetites by invading Ukraine. Stand up
to your dictator, stop killing innocent
people! Your government is lying to you.
Get up!
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TIP 5: Find any Russian website you can and place a message.

Our valued member Insschnimp made a great tutorial on spamming Russian websites :

Russian websites where you can rate, blog or discuss as a quick way to get rid of messages.
Sometimes they are checked before publishing, then at least the checker reads it. Maybe you can

find websites where small posts are published directly. He managed to do that in a short time! He
was able to post 5 messages extremely quickly.

If you want to read the full tutorial, search in the ITChatDiscussion Telegram Group of the IT Army
of Ukraine for the file “how_you_can_help.pdf”. The file is clean. We checked so it’s safe to download.

Excellent work Insschnimp!

So please always remember this order :

e Install OS
e Hide identity !!
e Attack (test)
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